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STATEMENT OF THE CASE 
The Patent Examiner rejected claims 1-24. The Appellants appeal 
therefrom under 35 U.S.C. § 134(a). We have jurisdiction under 35 U.S.C. 
§ 6(b). 



The invention at issue on appeal "restrict [s] the execution of security 
sensitive instructions." (Spec. 22.) 



1. A method, comprising: 

associating a first security identification (ID) with each 
of a plurality of instructions or a set of instructions that are to 
be executed by a processor; 

requesting to execute at least one of the plurality of 
instructions or set of instructions by a software code running on 
the processor; 

obtaining a second security ID associated with the 
software code running on the processor; 

comparing the second security ID with the first security 
ID; and 

executing the requested instruction or set of instructions 
providing that the second security ID matches the first security 
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Rejections 

Claims 1-3, 7-11, 15-19, 23, and 24 stand rejected under 35 U.S.C. 
§ 102(b) as being anticipated by Draves. 

Claims 4-6, 12-14, and 20-22 stand rejected under 35 U.S.C. § 103(a) 
as being unpatentable over Draves and Krueger. 

Claims 1-3, 7-11, 15-19, 23, and 24 stand rejected under 35 U.S.C. 
§ 102(b) as being anticipated by Kamiya. 

Claims 4-6, 12-14, and 20-22 stand rejected under 35 U.S.C. § 103(a) 
as being unpatentable over Kamiya and Krueger. 

ANTICIPATION AND OBVIOUSNESS REJECTIONS 
RELYING ON DRAVES 
The Examiner makes the following finding about Draves. 

[I]t is [sic] been disclosed on column 1, lines 35-38, the 
kernel is requested so that the word processing program 
which meets the limitation of software code shares a 
block of memory with the Spread sheet program/plurality 
of instructions or set of instruction so that the word 
processing program/software code can access the 
spreadsheet data. 

(Ans. 18.) The Appellants argue that "none of the various resources 
described by Draves include at least one of the plurality of instructions or set 
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of instructions that have been requested to execute by the software code, as 
set forth in independent claims 1, 9, and 17." (App. Br. 15.) 

Issue 

Therefore, the issue before us is whether the Appellants have shown 
error in the Examiner's finding that Draves associates a security ID with at 
least one executable instruction that a software code has requested to 
execute. 

Law 

"It is axiomatic that anticipation of a claim under § 102 can be found 
only if the prior art reference discloses every element of the claim, and that 
anticipation is a fact question . . . ." In re King, 801 F.2d 1324, 1326 (Fed. 
Cir. 1986) (citing Lindemann Maschinenfabrik GMBH v. Am. Hoist & 
Derrick Co., 730 F.2d 1452, 1457 (Fed. Cir. 1984)). 

Findings of Fact (FFs) 
1. Draves includes the following teachings. 

Processes frequently need to share resources. For 
example, a spreadsheet program may need to pass 
spreadsheet data to a word processing program so that the 
word processing program can incorporate the spreadsheet 
data into a document. The spreadsheet program can pass 
the data to the word processing program using shared 
memory. 

(Col. 1, 11. 22-29.) 
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2. The reference adds the following teachings. 

To pass the data, the spreadsheet program requests 
the kernel to allocate a block of memory for use as shared 
memory. In response, the kernel allocates the memory, 
maps the block of memory into the address space of the 
spreadsheet program, and returns to the spreadsheet 
program a resource identifier that identifies the block of 
memory. The spreadsheet program then writes the 
spreadsheet data to the block of memory and requests the 
kernel to allow the word processing program to share the 
block of memory. The kernel generates another resource 
identifier that the word processing program can use to 
access the block of memory. Once the block of memory 
is mapped into its address space, the word processing 
program can access the spreadsheet data. 

(Id. 11. 27-41.) 



3. Draves also includes the following description. 

Conventional computer systems are often controlled by 
multi-processing operating systems. These operating 
systems manage the concurrent execution of various 
computer programs. Each concurrently executing 
computer program is referred to as a process. These 
operating systems also control access to various 
resources of a computer system. These resources include 
the central processing unit, main memory, and peripheral 
devices (e.g., disk drives and printers). 

(Id. 11. 11-19.) 

Analysis 

Processes in Draves often share resources. (FF 1.) To do so, a kernel 
associates resource identifiers with the resource to be shared. (FF 2.) The 
resources shared by the processes, however, are not executable instructions. 
To the contrary, the Examiner admits that resource shares "a block of 
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memory" (Ans. 18) or "spreadsheet data" (id.). The reference also discloses 
that resources include a central processing unit, main memory, and 
peripheral devices (e.g., disk drives and printers) (FF 3); none of which are 
executable instructions. Furthermore, the Examiner does not allege, let 
alone show, that the addition of Krueger cures the aforementioned 
deficiency of Draves. 



Conclusion 

Based on the aforementioned facts and analysis, we conclude that the 
Appellants have shown error in the Examiner's finding that Draves 
associates a security ID with at least one executable instruction that a 
software code has requested to execute. 



ANTICIPATION REJECTION RELYING ON KAMIYA 

37 C.F.R. § 41.37(c)(l)(vii) follows in pertinent part. 

When multiple claims subject to the same ground of rejection 
are argued as a group by appellant, the Board may select a 
single claim from the group of claims that are argued together 
to decide the appeal with respect to the group of claims as to the 
ground of rejection on the basis of the selected claim alone. 
Notwithstanding any other provision of this paragraph, the 
failure of appellant to separately argue claims which appellant 
has grouped together shall constitute a waiver of any argument 
that the Board must consider the patentability of any grouped 
claim separately. 



Here, the Appellants argue claims 1-3, 7-11, 15-19, 23, and 24, which 
are subject to the same ground of rejection, as a group. (App. Br. 18-19.) 
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Therefore, we select claim 1 as the sole claim on which to decide the appeal 
of the group. 

Issue 

The Examiner finds that Kamiya discloses all the limitations of 
claim 1. (Ans. 9.) The Appellants argue that "Kamiya is completely silent 
with regard to requesting to execute at least one instruction by the software 
code running on the processor and executing the requested instruction ." 
(App. Br. 19.) Therefore, the issue before us is whether the Appellants have 
shown error in the Examiner's finding that software code running on a 
processor of Kamiya requests execution of at least one instruction and 
subsequently executes the instruction. 

Law 

'"On appeal to the Board, an applicant can overcome a rejection by 
showing insufficient evidence of prima facie obviousness or by rebutting the 
prima facie case with evidence of secondary indicia of nonobviousness.'" In 
re Kahn, 441 F.3d 977, 985-86 (Fed.Cir. 2006) (quoting In re Rouffet, 149 
F.3d 1350, 1355 (Fed.Cir. 1998)). 

Findings of Fact 
4. The Examiner makes the following findings: 

Kamiya discloses a method, comprising 

• Requesting to execute at least one of the 
plurality of instructions of set of instructions by a 
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software code running on the processor; [Column 5, 
lines 23-25) (branch instruction executed ) 



• Executing the requested instruction or set 
of instructions [column 2, lines 22-24, "the succeeding 
microinstruction is normally selected"] .... 

(Ans. 9.) 

Analysis 

The Examiner makes specific finding about where Kamiya discloses 
the limitations at issue, mapping the exact limitations to specific parts of the 
reference and explaining the anticipation thereof. (FF 4.) Apart from 
merely summarily alleging that Kamiya does not disclose the recited 
limitations, the Appellants do not address, let alone show error in, the 
Examiner's specific findings. 

Conclusion 

Based on the aforementioned facts and analysis, we conclude that the 
Appellants have shown no error in the Examiner's finding that software code 
running on a processor of Kamiya requests execution of at least one 
instruction and subsequently executes the instruction. 

OBVIOUSNESS REJECTION 
RELYING ON KAMIYA AND KRUEGER 
The Appellants argue claims 4-6, 12-14, and 20-22, which are subject 
to the same ground of rejection, as a group. (App. Br. 19-21.) Therefore, 
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we select claim 4 as the sole claim on which to decide the appeal of the 
group. 

Issue 

The Examiner finds that the combined teachings of Kamiya and 
Krueger would have suggested all the limitations of claim 4. (Ans. 
10-11.) The Appellants argue that "Krueger is completely silent with 
regard to classification of an instruction accessing a word in the 
memory." (App. Br. 21.) Therefore, the issue before us is whether 
the Appellants have shown error in the Examiner's finding that the 
combined teachings of Kamiya and Krueger would have suggested 
classifying an executable instruction accessing a word in a memory. 

Law 

"The test for obviousness is what the combined teachings of the 
references would have suggested to one of ordinary skill in the art." In re 
Young, 927 F.2d 588, 591 (Fed. Cir. 1991) (citing In re Keller, 642 F.2d 
413, 425 (CCPA 1981)). "Non-obviousness cannot be established by 
attacking references individually where the rejection is based upon the 
teachings of a combination of references." In re Merck & Co., 800 F.2d 
1091, 1097 (Fed. Cir. 1986) (citing Keller, 642 F.2d at 425). In determining 
obviousness, furthermore, a reference "must be read, not in isolation, but for 
what it fairly teaches in combination with the prior art as a whole." Id. 

Findings of Fact 
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5. In Kruger's "computer system every word in the memory has a 
corresponding label. This label indicates the security classification, and 
compartments if any, of that word of data. Each time a word is accessed by 
any instruction, its classification is checked to see if access is allowed." 
(Col. 2, 11. 43-48.) 

6. Kamiya discloses "an apparatus for detecting memory protection 
violations in microprogram controlled data processors." (Col. 1, 11. 7-9.) 

7. Citing Kamiya, column 3, lines 25-27 (App. Br. 18), the 
Appellants admit that "[t]o detect a memory protection violation in a data 
processor for executing microinstructions under control of microprograms, 
[Kamiya's] apparatus comprises privilege level register means for storing a 
privilege level of a program now being executed" (id.). The part of the 
reference cited by the Appellants more specifically describes "a current 
privilege level register (CPL) 17 for storing a privilege level of a program 
now being executed . . . ." (Kamiya, col. 3, 11. 25-27.) 

Analysis 

We agree with the Appellants' aforementioned argument that 
"Krueger is completely silent with regard to classification of an instruction 
accessing a word in the memory." (App, Br. 21.) Instead of classifying 
executable instructions, the reference classifies data. (FF 5.) 

We also agree with the Appellants that Kamiya discloses a register for 
storing a privilege level of a program now being executed. (FF 7.) We find, 
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however, that such storing a privilege level of a program being executed 
would have suggested classifying an executable instruction accessing a word 
in a memory. 

Conclusion 

Based on the aforementioned facts and analysis, we conclude that the 
Appellants have shown no error in the Examiner's finding that the combined 
teachings of Kamiya and Krueger would have suggested classifying an 
executable instruction accessing a word in a memory. 

DECISION 

We reverse the rejection of claims 1-3, 7-11, 15-19, 23, and 24 as 
being anticipated by Draves, and the rejection of claims 4-6, 12-14, and 20- 
22 under 35 U.S.C. § 103(a) as being unpatentable over Draves and Krueger. 
In contrast, we affirm the rejection of claims 1-3, 7-11, 15-19, 23, and 24 as 
being anticipated by Kamiya and the rejection of claims 4-6, 12-14, and 20- 
22 as being unpatentable over Kamiya and Krueger. 

No time for taking any action connected with this appeal may be 
extended under 37 C.F.R. § 1.136(a)(1). See 37 C.F.R. § 1.136(a)(l)(iv). 

AFFIRMED 
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